LeuseL anes

WBR-3407TX IPSec VPN vs. WinXP IPSec VPN
WBR-3407TX IPSec VPN policy settings
1. Basic structure:

el Win XP [P:210.202,126,33

[Psec VPN tunnel

192.168.0.3 Gateway 1P :192.168.0.1

2. WBR-3407A VPN Policy Reference settings

General pqjic, W DS madem
‘e AMHE int
8 Fixed IP Address S
210202126 33
Local LAN 2 = Subnet address
> 192 168 1]
Sk P 255 255
Remote LAN | £ Single address

ko

Initiator and Responder
oli[eM Group 2 (1024 Bit) v

WWAN IP Address

IP Address

SA Parameters i or; 3DES |+

12345678

28800

ADSL Modem VPN IPsec policy process 1 / 17



LeuseL anes

3. VPN policy status

VPN Status

Folicy Mame [Remote Endpoint. PNy | SFIH{OUE) Action
ADSLmodem| 210.202.126.33 dd11a9d7 ddc53d49

[ Auto Refresh ] l WEM Log ] [ Close ]

4. Ping to WBR-3407A LAN IP address.
C:“Documents and Settings“alanhoXping 192_168_8.3 -t

Pinging 192_168_0.3 with 32 bhytes of data:

Reply from 192_168_0.3: bytes=32 time=%6ms TTL=127
Reply from 122.168_.8.3: bhytes=32 time=9%Ymsz TTL=127
Reply from 192_168_0.3: bytes=32 time=12%9m=s TTL=127
Reply from 122.168_.8.3: bhytes=32 time=99msz TTL=127
Reply from 192_168_0.3: bytes=32 time=%6ms TTL=127
Reply from 1922.168_.8.3: hytes=32 time=18%msz TTL=127
Reply from 192_168_0.3: bytes=32 time=%6ms TTL=127

Ping statistics for 192_.168_.8_.3:

Packets: Sent = 7. Received = 7. Lost = 8 (B loss>,.
pproximate round trip times in milli-seconds:

MHinimum = 96ms,. Maximum = 129ms. Average = 183ms

C:sJDocuments and Settingssalanhol
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1. WinXP configuration:

= Tvpe the name of a program, Folder, document, or
o Internet resource, and Windows will open it for wou,

Open: | secpal.msc |

[ (514 H Cancel H Browse, . ]

Starts:\Run\ “Secpol.msc”

2. Right click “IP security Policy On local machine” and Create IP security Policy

# Local Security Settings

File  Action  Wiew Help

& 2

@ Security Settings

[+ Account Policies

28 Local Policies

|-[1 Public Kev Policies

}-[1] Software Restriction Policies
] -;g. IP Security Policies on Lo

Mame

[& account Policies

8 Lacal Palicies

CAPublic Key Policies
I:]Software Restriction Policies

i e B e W

te IP Security Policy. ..

Manage IP filter lisks and Filker actions...
all Tasks 4
Refresh

Help

Create an IP Security policy

3. Click Next button.
IP Security Policy Wizard mg|

)

whelcome ta the [P S ecurity policy wizard.

Thiz wizard helps pou create an [P Securnity policy, vou wil
zpecify the level of security to uze when communicating with
zpecific computers or groups of computers [zubnetz), and for
particular P traffic tupes,

To continue, click Mext.

[ h et » ][ Cancel ]
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4. Create one policy name, and then click next.

IP Security Policy Wizard

IP Secunty Policy Hame i
Mame thiz P Security policy and provide a brief description
e

Marne:
WfinEp to WPMouter

Dezcription:

[ < Back ” Mext > ][ Cancel ]

5. Please Deselect “Active to default response rules”, then click “Next”.
IP Security Policy Wizard E f'$2]

Requests for Secure Communication
Specify how thiz palicy responds to requests for secure communication,

The default responze rule rezponds to remote computers that request zecurity, when no
ather rile appliez. To communicate securely, the computer must respond to requests far
SECUNE Commnunication.

[ Activate the default response le,

¢ Back ” Mest » l[ Cancel
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6. Then Click “Finish”.
IP. Security Policy Wizard _- ]E|
— Completing the IF Securty policy wizard
a ou have succezsfully completed specifving the properties
far wour new 1P Security policy.
e

To edit your IP Security policy now, zelect the Edit properties
check box, and then click Finizh.

[v Edit properties

To cloze thiz wizard, click Finzh.

< Back ][ Firizh ] [ Cancel

7. Click “Add”.

p to vparouter Properties

Rules | General |
ﬁ Security rules for communicating with other computers

IP Security rules:

IP Filker Lizt Filker Action Authentication... | Tu
[ | <Dpnamic: Default Responze Ferberos Mc
h #

dd... Edit... | W Use Addwizard

[ Ok ] [ Cancel ]
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8. Click “Next”.

Security Rule Wizard Ej g]

Welzome to the Create [P Securnity Bule \Wizard.

A secunty rule governs how and when zecunty iz invoked
bazed upon criteria, such az the source, destination, and type
of |P traffic, in the security rule's P filker list,

A gecurity rule containg a collection of security actions that
are activated when a communication matches the criteria in
the IF filker list.
Securnty actions:

[P tunneling attributes

Authentication methodz

Filter actions

To continue, click Mext,

| Hest » | Cancel |

9. Type WBR-3407A Wan IP address
Security Rule Wizard

Tunnel Endpoint %
The tunnel endpaint iz the tunneling computer closest to the 1P traffic destination, %
az zpecified by the zecurnty mle's [P filker list,

An IPSec tunnel allows packets to raverze a public or private intermetwark, with the
gecurnty level of a direct, private conhection between two computers.

Specify the tunnel endpoint for the [P Secunty le:

" This rule does not specify a tunnel

* The tunnel endpaint iz specified by this |F address:
218 . 174 . 164 | 221

< Back | Mewt = | Cancel
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10. Choice Network Type.
security Rule Wizard

Hetwork Type
The securty rule must be applied ta a netwark, type.

Select the netwark tppe;

(v All nebwork connechions
£ Local area nebwark [LAM]

" Femaote access

< Back | Mext = | Cancel |

11. Use the Authentication Preshared Key.

Security Rule Wizard EJ @

Authentication Method "
To add multiple authentication methiods, edit the security wile after completing the %
P

IP Secunty rule wizard.

Set the initial authentication method for this security rule:

T Active Directary default [Kerberos ¥S pratocol)

" Usze a certificate from this cetification authority [CAL:

™ |ze this string to protect the key exchange [preshared key):
12345674

¢ Back | MHext = | Carnicel
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12. Click “Add” to set “IP Filter List”.

Security Rule Wizard

IP Filter List .
Select the |P filker izt for the type of 1P traffic to which this secunity rule applies. %
R
If o I filker in the following lizt matches vour needs, click Add to create a new ane.

IF filter ligts:

Marne Cescription | Add...
Sl TP Traffic Matches all ICMP packets bet.. .
O AllIP Traffic Matches all IP packets from t.. Edi..

g

Femove

< Back | Mest » | Cancel |

13. Type the IP Filter list Name, and please disable “Use Add Wizard”.

M [P Filter List

o A [P filker ligt iz compozed of multiple filkers. n thiz way, mulbiple subnets, [P
E: addrezzes and protocalz can be combined inta ane [F filter.

Marne;

winEp to yphrouter

Dezcription: Add...

Filters: I Use Add ‘wizard
Mimored | Description Frotocol Source Port. Destination
< >

k. | Cancel
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Filter Properties

Addreszing ] F'ru:ut-:u:u:-l] Descriptiun]

Source address:
My IP dddress ~|

Destination address:

& zpecific |P Subnet

IP addess: | 192 . 168 . 0
Subnet mask: ‘ 255 . 255 ., 255 . )

v Minored, Alzo match packets with the exact opposite source and
destination addreszes.

Ok | Cancel ‘

15. Choice Winxp to vpnrouter, then click “Next”.

Security Rule Wizard

IP Filter List Lr
Select the P filker list for the type of [P traffic to which this security rule applies. %
P

If o [P filker in the following hist matches pour needs, click Add to create a new one.

IP filter lizts:
Marmne Description ] Add...
2 All ICMP Traffic Matches all ICMP packets bet.. _

O &1l IP Traffic Matches all IP packets from t... Edi...
O] WInp b wphrouter Bl

< Back | M et = | Cancel
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16. To Edit “Require Security”.
Security Rule Wizard

Filter Action
Select the filter action for thiz zecurity rule.

If no filter actiong in the following ligt matches your needs, click Add to create a new
one. Select Uze Add “wWizard to create a filter action wusing the wizard.

Filter &ctions: ¥ Use &dd Wizard
Marme I D escription 1 Add...
O Permit Permit unzecured P packets t... :
) Fequest Secuity [Optionall  Accepts unsecured communi... Edi...
L0} R equire Security Aoceptz unzecured commun...

Femove

< Back | MHest = | Cancel

17. You can choice Security “3DES & MD5” to Move Up, and Enable “PFS’security.

Require Security Properties

Security Methods l General]

" Permit
" Block

* Meqgohate securiby:

Securty method preference order;

H Integrity E5SP Confidential.. | ESP Integrity Add...
Maone: 3DES MD5 _
Maone: 3DES SHA Edi...
Maone DES SHA

M ones DES D5 Femove

Bl i

4 [ b ke down

W Accept unsecured communication, but always respond uzing IPSec
[ Allow unzecured communication with non-PSec-aware cormputer

W Session key perfect forward secrecy [PFS)

] 4 Cancel Apply
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18. Click Finish.

Security Rule Wizard Ej @

Completing the Mew Rule wWizard

M
You have successfully completed specifving the properties
fior paur new rule.
e

To edit pour securnty rule now, select the Edit properties
check box, and then click Finizh,

To cloge thiz wizard, click Finish.

< Back | Finizh | Canicel

19. Click ADD.

winxp to vpnrouter Properties

Rulez | General

mm  Security rules for communicating with other computers

I[P Security rules:

IP Filter List | Filter Action | Authentication... | Tu
wirp to wpnrouter Reguire Security Freshared key 21
O <Dvnamic: Default Responze K.erberos Mc
5 >

Add... Edit.. | Riemave | W Use fAdd Wizard

Cloze
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20. Click “Next”.
Security Rule Wizard @ [ﬁ-

Weloome to the Create [P Securnity Bule \Wizard.

A secunty rule governs how and when zecunty iz invoked
based upon criteria, such az the source, destination, and type
af [P traffic, in the security rile's [P filker list,

A gecunty rule containg a collection of secunty actions that
are activated when a communication matches the criteria in
the [P filer list.
Security actions:

I[P turnneling attribute:s

Authentication methods

Filter actions

To continue, click MNext,

| Menrt = | Cancel |

21. Type WinXP IP address.
Security Rule Wizard

Tunnel Endpoint

The tunnel endpaint iz the tunneling computer clogest to the 1P raffic destination,
az specified by the zecurity rule's 1P filker list,

An IPSec tunnel allows packets to traverze a public or private internetwork, with the
gecuity level of a direct, private connection bebween bwo computers.

Specify the tunnel endpaint for the 1P Security rule:

" Thiz mile does naot specify a tunnel

&+ The tunnel endpaint i specified by this |P address:
210 . 202 . 126 . 33

< Back | MHext » | Cancel
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22. Choice the Network Type.
Security Rule Wizard

Metwork Type
The securty rule must be applied to a netwark, type.

Select the netwark tppe;

(¢ Al nebwork connections
7 Local area netwark [LAN]

" Remaote access

< Back | MHext » | Cancel ‘

23. Use the Authentication Preshared Key.

Security Rule Wizard

Authentication Method
To add multiple authentication methiods, edit the security wile after completing the
IP Secunty rule wizard.

Set the initial authentication method for this security rule;

" Active Directory default [Kerberos W5 protocol]

7 lze a certificate from this cetification authority [CAJ:

| i

& Use this string to protect the key exchange [prezhared key):
12345674

¢ Back | MHext = | Canicel
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24. 1P Filter List to click”Add”.

Security Rule Wizard

IP Filter List "
Select the |P filker izt for the tppe of 1P traffic to which this secunty rule applies. %
fo

[f o | Filker in the following lizk matches pour needs, click Add to create a new ane.

IF filter lists:

Marme Cescription | Add...
ANCMP Traffic
QO &IIP Traffic

] winsp to vprrauter Remove

< Back | MHest = | Cancel |

25. Type the IP Filter List name. And, please disable “Use Add Wizard”.

M [P Filter List

Ar P filter lizt iz compozed af multiple filkers. I thiz way, multiple subnets, [P

—
i—' addrezzes and protocaolz can be combined inta ane [P filter.

MHarme:

wphrouter bo winspl

Drescription: Add...

Filters: [ Use Add ‘wizard
Mirrored | Description | Protocal | Source Port Destination
< i >

k. | Cancel
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26. Type Source address -> “A specific IP subnet” and Destination address->“My IP address”.

Filter Properties

Addressing ] Protocol | Description |

Source address;
].-’-‘-. zpecific [P Subnet _T_J

IPAddress: | 192 . 168 . 0 . O
Subniet mask: ‘ 255 . 255 . 255 . O

- Destination address:

v Mirrared, Also match packets with the exact opposite source and
destination addreszes.

OF. | Catizel ‘

27. Click OK.

M [P Filter List

td An P filker lizt iz compozed af mulkiple fikers. 1n thiz way, multiple subhets, [P
= addrezzesz and protocaolz can be combined into one [P filter.

Mame:

wphrouker bo winsp

Drescription: Add..
Edit...
Remove
Filters: [T Use Add Wizard
irrared | Description Protocal Source Port D estination
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28. Click “Next”.
security Rule Wizard

IP Filter List
Select the |P filker list far the tupe of [P traffic to which this security rule applies.

[f o IR filker in the following lizt matches vour needs, click Add to create a new one.

IP filker lizts:
M arne | D escription ] Add...
O Al ICMP Traffic M atches all ICMP packets bet...

tatches all IP packets from .. Edi...

O &l P Traffic
O] wphroLter bo winsp
@) winsp b0 wpnrouter

Femove

g

< Back | Mext > | Cancel ‘

29. To Edit “Require Security”.

Security Rule Wizard

Filter Action
Select the filter action for thiz zecurity rule.

If nio filker actionz in the following lisk matches pour needs, click Add to create a new

R
one. Select Uze Add wizard to create a filter action uzing the wizard.

v Use sdd wizard

Filter Actions:
] Descriptian 1 Add...

MName
O Permit Permit unzecured IF packets t... .
O Request Secuity [Optional]l — Accepts unsecured communi. Edi..
. Remove

LO) B equine Security

Accepts unsecured communi,..

< Back | M et = | Cancel
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30. Click “Finish”.
Security Rule Wizard Ej E|

Completing the Mew Bule Wizard

Y'ou have successfully completed specifving the properties
for your new rule.

To edit your zecurity rule now, select the Edit properties
check baox, and then click Finigh.

To cloge thiz wizard, click Finizh.

< Back | Finizh | Cancel

31. Click “Assign”.

& Local Security Settings

File  Action Miew  Help

¢ B XEFRB 2 25 3

@ _Security Settings Marne Crescription Policy Assigned
[ Account Policies Client (Respond Only)  Communicate normally (uns... Mo

(8 Local Policies
(2 Public ke Policies
u Software Restriction Policies

@ winxp ko vpRrow
g, IP Security Policies on Local Computer & £

all Tasks 3

Secure Server (Requir,.. Far all IP kraffic, always req... Mo
%] Server (Request Secu... For all IP traffic, ahwaws req... Mo

e ES

Delete
Renarne

Properties

Help

Azsign this policy, attempk to make it ackive
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