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WBR-3460 IPSec VPN vs. Win XP IPSec VPN
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Windows 2000/XP client with public IP connects to WBR-3460 Broadband
VPN Gateway and gains access to the local LAN.

]
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Windows 2000/XP inZ 1880 ]

VPN TUNNEL 182.168.0.xxx

Windows 2000/XP Client to Broadband VPN Gateway

Windows 2000/XP IPSec client configuration can be a little bit confusing
for the first time. Basically you will need to create an IP Sec security policy in
Windows and set both “way to the router” and “back from the router”. Below is
a step by step guidance.

1. Start 2> Run =2 <mmc>

Type the name aof a prograrm, Folder, dacurment, ar
Internet resource, and Windows will open it Far wou,

Open: | I

[ Ok H Cancel H Browse. ..

f |:::'._. I:I 3 I|I "."'."If'-] I:I I:I "."'."'_:-'I,S';.-'StE i

2. You should see the console screen.



onsolel - [Console Root]

nﬁ File Action Wiew Favorites  Window RHa\p

o M B 2

B consale ] Hane

There are no items to show in this view,

Under file, select “Add/Remove Snap-in”.

onsolel - [Console Root]

Options

1 D:\WINDOWSsystem32) comprngnat

Exit

There are no items to show in this view,

nﬁ ‘ Action  Wiew  Favorites  Window  Help _lalxl
4= New Chrl+N
=  Open.. Chrl+0
= Save Chrl+s
Save As..

Adds or removes individual snap-ins.




4. Click on “Add".

Add/Remove Snap-in

Standalane | Extersions |

I1z& thiz page to add or remove a standalone Snap-in from the conzole.

vl ]

Shap-ing added to: |

Dezcnption

Add... Remoye % Abogt, .

[ ak. ] [ Canicel

5. Select “IP Security Policy Management”.



Add Standalone Snap-in

Ayailable Standalone Snap-ing:

Shap-in Yendor 2 I
araup Palicy Object Editor Micrazaft Corparation
E Indexing Service Microzoft Corporation, 1.
g IP Secunty Maoritor bicrozoft Corporation
IF Securty Policy Management bicrozoft Corporation
@ Lirk. to web Address Microsoft Corporation %
Q Local zerz and Groupz bicrozoft Corpaoration
ﬁ Perfarmance Logz and Alerts icrozoft Corpaoration
é:' Removable Storage bManagement kicrozoft Corpaoration T
Hesultant Set af Palicy Micrazaft Corparation
@ Secunty Configuration and Analyziz Microzsoft Corporation ¥
Drezcription
Internet Protocol Securnty [IPSec] Administration. Manage IPSec ~

policies for zecure communication with other computers.

[ Add l [ Cloze

6. Select “Local Computer” then finish.



7.

Select Computer or Domain

Select which computer or domain thiz snap-in will manage
YW'hen thiz conzole iz saved the location will alzo be zaved

* | ocal computer
T he computer thiz consale ig running an

™ The active Directory domain of which thiz computer itg mermber

" Another Active Directory domain [Use the DS name, e.g. "example. microsoft com';

J

" Anather computer;

< Back Finizh ] [ Cancel

Click on “Add".



Add/Remove Snap-in

Standalane | Extensions |

I1z& thiz page to add or remove a standalone Snap-in from the conzole.

Shap-ing added to: |a Conzole Raot vl B3

’a IF Security Policies on Local Computer

A
Dezcnption

Internet Pratacal Security [|PSec] Administration. Manage IPSec policies A
for zecure communication with other computers. =

%

Add... ][ Remove ][ About... ]

[_ ()4 J[ Cancel ]

8. You will see the console screen with security policy added.



onsolel - [Console Root\IP Security Policies on Local Computer]

nﬁ] File Action Wiew Favorites  ‘Window  Help |_ &) x|
£ E 2 8z

(L] Console Raat Name / i Descripkion i Policy Assigned i
Y lient (Respond Cnly) Communicate normally uns... Mo
Secure Server (Requir... For all 1P traffic, alwaysreq... Mo
Server (Request Secu... For all IP traffic, alwaysreq... Mo

Right click on IP Security Policy on Local Computer > Create IP Security
Policy.

Consoled - [Console Root\IP Security Policies on Local Computer]

nﬁ] File  Action Wiew Favorites ‘Window  Help
« = & 1B 2 B

(L] Console Raat

i Descripkion i Policy Assigned i
| ammunicate normally funs... Mo

Manage IP filter lists and Filter actions. .. all 1P traffic, alwaysreq...  Ho
v all IP traffic, alwaysreq... Mo

All Tasks

View 3

Hew Window from Here

Mew Taskpad View...

Refresh
Export List...

Help

Create an IP Security policy




10. Please name the policy.

IP Security Policy Wizard

IP Security Policy Hame i
MHame thiz P Security policy and provide a brief description
R
M arne:
|><F' to 2460
D escription:
< Back ” Mext = ] [ Cancel

11. Next.



IP Security Policy Wizard

Requests for Secure Communication i
Specify how thiz policy rezponds to requests for secure communication,
[

The defaulk regponze rule rezponds o remote compters that request securnity, when no
other rule appliez. To communicate zecurely, the computer must rezpond to requests for
gECLUNE cormmunication,

v Activate the default responze e,

[ < Back ” NEN ][ Cancel
M

12. Use the Preshared Key, in this example we use “12345678".

IP Security Policy Wizard

To add multiple authentication methiods, edit the defaulk responze rule after

Default Responze Rule Authentication Method a‘
completing the wizard. [

Set the initial authentication method for thiz zecurity ule;

" Active Directary default [Kerberos ¥S pratocal)

(" se a certificate from thiz certification authority [CA):

(' Usze this string to protect the key exchange [preshared key):
12345674 I

< Back ” Mext = l[ Cancel




13. Click on Finish.

IP Security Policy Wizard @g]
- Completing the [P Security policy wizard
a Y'ou have successfully completed specifving the properties
for pour new |P Security policy.
e o

To edit your P Security policy now, select the Edit properties
check box, and then click Finish.

[v Edit properties

To cloze this wizard, click Finizh.

| <Back || Finiﬁg | | cancel |

14. In this screen, please disable “use add wizard” and “dynamic”. Then click
on add button.



AP to 3460 Properties

Rules |General

mE]  Security rules for communicating with ather computers

IP Secunty rules:

IF Filter List Filker Action Authentication... ] Tu
O <Donamics Default Responze Prezshared ey Mc

£ i b

Add... Edi... ] Fiemoye ‘ [~ ise Add Wizard

Cloze Cancel

il

15. From this step, the snapshots show the finished setting. Please follow the
same configuration as shown. You will need to create XP to 3460 and
3460 to XP 2 policies.



AP to 3460 Properties

Rules IGeneraI|

@] Security rules for communicating with ather computers

3

IP Secunty rules:

IP Filter List J Filker Action J Suthentication... | Tu
#P to 3460 Require Security Frezhared Fey
2460 ta =P Require Security Prezhared Fey 220
O <Donamic Default A ezponze Prezhared Key Mo
< I | >

add. | Ede. | Remove | [ s addwisad

[ ok, ][ Canicel ] fpply

16. We can start with XP to 3460 first. Please configure as shown below.



Edit Rule Properties

Authentication Methods ]

Tunnel Setting

Connection Tepe ]

IF Filter List Filter Action
E: The zelected [P filter list specifies which netwark, traffic will be
e affected by thiz rule.,
IP Filker Liztz:
Hame: | Description
O 3460 to =P
O Al ICMP Traffic katches all ICMP packets betw. ..
2 Al IP Traffic katches all [P packets from thiz .
®=Pto 34{:&
pdd. | Edt. | Remove |

(o]

Cancel | fppi |

M IP Filter List

-+ A P filker ligt iz compozed of multiple filkers, 1 thiz way, multiple subnets, [P
i: addrezzes and protocol: can be combined into one [P filker.
M arne:
=P to 3460
Drescription: S
1 Edit ..
Remove
Filters: [ Use Addwizard
Mirrared | Description | Protocal | Source Port | Destination
Mo AN AMY AN
* | &
k. | Cancel




Filter Properties

Addressing ] F'ru:utu:u:u:ul] D escription

- Source address;

by P Addre

- Destination address; - [%
| & specific IP Subnet -l

IPaddiess | 192 . 168 . 0 . O
5ubnetmask:l 255 . 255 . 255 . 0

I Mimored. &lzo match packets with the exact opposite source and
destination addresses.

k. | Cancel




Edit Rule Properties

Authentication kMethods
IF Filter List

Tunnel Setting

] Connection Type
Filter Action

The zelected filter action specifies whether this rule negohates
for secure nebwork traffic, and how it will secure the traffic,

O Request Securty [Optional|
() Fequire Security

Add. ‘ Edit..

Filtker Actions:
Hame: | Descrphion |
O Permit Permit unzecured IF packets to ..

Aocepts unzecured communicat...
Accepts unzecured communicat...

‘ Remove

‘ v Use Add Wizard

l

Cloze |

|




Require Security Properties

Security Methods l General]

" Parmit

" Block

* Megatiate securiby:

Security method preference order;
&H Intedrity ESP Confidential... | ESP Integrity add...
<Mones ADES MO5 _
<Maones JDES MD5 Edi...
<Mones DES SHAT
<Mone: DES D5 Remove

£

| 3 b ove down

Rl

[ Accept unsecured communication, but always respond using IPSec

[ Allow unsecured communication with non PS ec-aware computer

[ Session key perfect forward secrecy [PFS]

] | Canicel




Modify Security Method

Security Method

" Encrption and |ntegrity
Drata will be encropted and verified az authentic and unmodified

7 Integrity anly

D ata will be verfied az authentic and unmaodified, but will not be
encrypted

¥ Custom

Settings... L\\S

] | Cancel ‘

Custom Security Method Settings

Specify the zettings for thiz custom zecurity method,

[ Data and addrezs integrity without encryption [&H] ;

[v [rata inkegrity and encroption [ESP
| nkegrity algorithm:

|MD5 -l
E ncrption algarithn;

| 2DES -l

[~ Seszzion key settings:

| Generate a new key eveny: [+ Generate a new key every

‘. o Kbytes ‘SEDD seconds

0k, | Cancel




17.

The end point is the WAN IP address of WBR-3460.

Edit Rule Properties

IP Filter List | Filter Action
Authentication Methods Tunnel Setting Connection Type

The tunnel endpaint iz the tunneling computer clogest ta the
IP traffic destination, as specified by the azzomated IP filker
list. It takes two les to describe an IPSec tunnel.

il

" This rule does not specify an IPSec tunnel.

' The tunnel endpaint iz specified by this 1P address:
61 . 31 .189.162

|
l

Cloze |




Edit Rule Properties

IP Filter List ] Filter Action ]
Authentication Methods ] Tunnel Setting Connection Type ]

Authentication methods specify how trust iz established

Ty bebween computers, These autherjtin_:aticun me_thu:u:l_s are

= o= offered and accepted when negohiating secunty with another
computer.

Authentication method preference order;
_Methad. | Details | Add...
Prezhared ey 12345678

Edit...

5

Cloze |




Edit Authentication Method Properties

Authentication kMethod

The authentication method zpecifies how rust iz establizhed
== between the computers.

" Active Directory default [Kerberos W5 protocol]

" Use a certificate from this certification autharity [CA);

* Uze this sting [preshared key):

12345675

k. | Cancel

18. Finish XP to 3460.



AP to 3460 Properties

Rulez | General |
mE]  Security rules for communicating with ather computers
IP Secunty rules:

IF Filter List Filker Action Authentication... 1 Tu
P o 3460 Require Security Preshared ey B1
3460 to =P Require Security Prezhared ey 22
O <Donamic: Default Rezponze Prezhared ey Mc
& ! 3

Add... ‘ Edit... ] Femove ‘ ™ Usze Add Wizard

19. Configure 3460 to XP.



Edit Rule Properties

Authentication Methods ] Tunnel Setting Connection Tepe ]
IP Filer List ] Filter Action
E: The zelected [P filter list specifies which netwark, traffic will be
e affected by thiz rule.,

IP Filter Liztz:

| Descrption

katches all ICMP packets betw. ..
2 Al IP Traffic katches all [P packets from thiz .
O =P to 3460

Add. ‘ Edit.. ‘ Reficie ‘

[ ok ]| cacel | ey |

M IP Filter List

-+ A P filker ligt iz compozed of multiple filkers, 1 thiz way, multiple subnets, [P
i: addrezzes and protocol: can be combined into one [P filker.
M arne:
J4B0 ta =P
Drescription: S
Edit...
Remove
Filters: [ Use Addwizard
Mirrared | Description | Protocal | Source Port | Destination
Mo AN AMY AN
* | &
k. | Cancel




Filter Properties

Addressing ] F'ru:utu:u:u:ul] D escription

~ Source addrezs;

- Destination address; -
| My IP ddress -l

[ Mirmored. Also match packets with the exact opposite source and

destination addresses.

o]

Cancel




Edit Rule Properties

Authentication kMethods
IF Filter List

Tunnel Setting

] Connection Type
Filter Action

The zelected filter action specifies whether this rule negohates
for secure nebwork traffic, and how it will secure the traffic,

O Request Securty [Optional|
() Fequire Security

Add. ‘ Edit..

Filtker Actions:
Hame: | Descrphion |
O Permit Permit unzecured IF packets to ..

Aocepts unzecured communicat...
Accepts unzecured communicat...

‘ Remove

‘ v Use Add Wizard

l

Cloze |

|




Require Security Properties

Security Methods l General]

" Perrnit
" Block

* Megatiate securiby:

Security method preference order;

ESP Confidential... | ESP Intedrity

3DES MDE
3DES MDE
DES SHA1
DES MD5

£

K.y Lifetime Add...
0/ 3600 :
100000 / 9C Edit...
100000 / 3C

100000 / 3C Remaowve

| Muove down

Rl

[ Accept unsecured communication, but always respond using IPSec

[ Allow unsecured communication with non PS ec-aware computer

[ Session key perfect forward secrecy [PFS]

] | Canicel




Modify Security Method

Security Method

" Encrption and |ntegrity
Drata will be encropted and verified az authentic and unmodified

7 Integrity anly

D ata will be verfied az authentic and unmaodified, but will not be
encrypted

¥ Custom

Settings...

] | Cancel ‘

Custom Security Method Settings

Specify the zettings for thiz custom zecurity method,

[ Data and addrezs integrity without encryption [&H] ;

[v [rata inkegrity and encroption [ESP
| nkegrity algorithm:

|MD5 -l
E ncrption algarithn;

| 2DES -l

[~ Seszzion key settings:

| Generate a new key eveny: [+ Generate a new key every

‘. o Kbytes ‘SEDD seconds

0k, | Cancel




20. The end point is the WAN IP address of Windows 2000/XP.

Edit Rule Properties

IP Filter List | Filter Action ]
Authentication Methods Tunnel Setting Connection Type ]

The tunnel endpaint iz the tunneling computer clogest ta the
IP traffic destination, as specified by the azzomated IP filker
list. It takes two les to describe an IPSec tunnel.

il

" This rule does not specify an IPSec tunnel.

' The tunnel endpaint iz specified by this 1P address:
220 .135.111 . 99

Cloze |




Edit Rule Properties

IP Filter List ] Filter Action ]
Authentication Methods ] Tunnel Setting Connection Type ]

Authentication methods specify how trust iz established

Ty bebween computers, These autherjtin_:aticun me_thu:u:l_s are

= o= offered and accepted when negohiating secunty with another
computer.

Authentication method preference order;
_Methad. | Details | Add...
Prezhared ey 12345678

Edit...

5

Cloze |




Edit Authentication Method Properties

Authentication kMethod

The authentication method zpecifies how rust iz establizhed
== between the computers.

" Active Directory default [Kerberos W5 protocol]

" Use a certificate from this certification autharity [CA);

* Uze this sting [preshared key):

12345675

k. | Cancel




AP to 3460 Properties

Rulez | General |
mE]  Security rules for communicating with ather computers
IP Secunty rules:

IF Filter List Filker Action Authentication... 1 Tu
P ho 3460 Require Security Prezshared ey B1
2460 to =P Require Security Prezhared ey 22
O <Donamic: Default Rezponze Prezhared ey Mc
& ! 3

Add... ‘ Edit... ] Femove ‘ ™ Usze Add Wizard

21. Click on General Tab. Configure as below.



AP to 3460 Properties

Fles | General |

mm P Security policy general properties

i ey

M arne:

§><P to 3460

Description:

Check for policy changes eveny:

11 all minte(s]

Perform key exchange uzing these settings:

Advanced...

(] 8 ][ Cancel ] Apply

Key Exchange Security Methods

g Frotect identities during authentication with theze secunty
=l = methods.

Securty method preference order:;

Encryption | Integrity | Diffie-Hellman Add
30ES M5 Law [1]

3DES MD5 M edivm [2] Edi...
DES SHAI Law [1]

DES kD5 Low [1] Remove

il

ko down

[
b

k. | Cancel




IKE Security Algorithms

|rtegrity algarithnn;

E nieroptian algarithm: %
|30ES

Ditfie-Hellman group:

|Low 1]

QK | Cancel

22. Once complete, return to the console screen, right click on the policy and
select “assign” to activate.

‘i Consale - [Console Root\IP Security Policies on Local Computer] E”E|E|
n& File Action View Favotites Window Help | == x|
| » &m x 22z 14
(L] Console Root ‘ MName / ] Description ] Policy Assigned ]

: g 1P Security Policies on Local Computer Client (Respond Only)  Communicate normally {uns... Mo

BA serure Server (Requir... For all IP traffic, alwaysreq... Mo
For all IP traffic, alwaysreq... Mo

= —hag
All Tasks »

Delete
Rename

Properties

Help

Assign this policy, attempt to make it active

Below is the sample configuration for WBR-3460 VPN server

23. Please do not forget to enable the VPN tunnel.



File Edit “iew Favorites Tools  Help "

; = A &y
fddress | &) hitps/f192,168.0.1fvpr_list hkm v Be Lk

Add Auto Policy Add Marnual Palicy VPN Status |

@] Done & Internst

24. Sample configuration of WBR-3460 VPN.

General

Local LAN ) Subnetaddress ¥
=

Remote LAN

Main bMode v

IP Address

WAl P Addrees b

SA Parameters




25. Ping from Windows 2000/XP VPN Client to WBR-3460 via VPN tunnel.

bytesz=32 time=10%m= TIL=25%
bytesz=32 time=125ms TIL=255%
bytes=32 time=138ms TIL=25%
buytesz=32 time=15%6ms TIL=25%
bytesz=32 time=148msz TIL=25%
byte=z=32 time=18%ms TIL=255%
bytesz=32 time=18%msz TTL=25%
192 _168_8. bytes=32 time=78ms TTL=255%
192_168_8.1: bytes=32 time=156ms TIL=255
192_168_8.1: bytes=32 time=148ms TIL=255
192_168_8.1: bytes=32 time=125ms TIL=255
bytesz=32 time=148ms TIL=255%
bytes=32 time=218m= TTIL=25%
bytesz=32 time=148ms TIL=255%
bytesz=32 time=18%m= TIL=25%
byte=z=32 time=125ms TIL=255%
bytesz=32 time=187m= TIL=25%
bytesz=32 time=258ms TIL=255%
bytes=32 time=283ms= TIL=25%
bytez=32 time=187m=s TIL=255%
bytes=32 time=15%6ms TTIL=25%
bytesz=32 time=148ms TIL=255%
192_168_8.1: bytes=32 time=18%7ms TIL=255
192 _168_8.1: bytes=32 time=125ms TIL=255




