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Safety

FCC WARNING
This equipment may generate or use radio frequency energy. Changes or
modifications to this equipment may cause harmful interference unless the
modifications are expressly approved in the instruction manual. The user
could lose the authority to operate this equipment if an unauthorized change or
modification is made.
This equipment has been tested and found to comply with the limits for a Class
B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or
more of the following measures:

1) Reorient or relocate the receiving antenna.

2) Increase the separation between the equipment and receiver.

3) Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

4) Consult the dealer or an experienced radio/TV technician for help.

CE Declaration of conformity

This equipment complies with the requirements relating to electromagnetic
compatibility, EN 55022 class B for ITE, the essential protection requirement of
Council Directive 89/336/EEC on the approximation of the laws of the Member
States relating to electromagnetic compatibility.

CE Marking Warning

Hereby, Digital Data Communications, declares that this product is in
compliance with the essential requirements and other relevant provisions of
Directive 1999/5/EC.

The CE-Declaration of Conformity can be downloaded at:
http://www.levelone.eu/support.php
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General Public License

This product incorporates open source code into the software and therefore
falls under the guidelines governed by the General Public License (GPL)
agreement.

Adhering to the GPL requirements, the open source code and open source
license for the source code are available for free download at
http://global.levell.com.

If you would like a copy of the GPL or other open source code in this software
on a physical CD medium, LevelOne (Digital Data Communications) offers to
mail this CD to you upon request, for a price of US$9.99 plus the cost of

shipping.


http://global.level1.com/
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This
product is specifically designed for Small Office and Home Office needs. It is easy to configure
and operate even for non-technical users. Instructions for installing and configuring this
product can be found in this manual. Before you install and use this product, please read this

manual carefully for fully exploiting the functions of this product.

1.1 Packing List

WAP-6003

Power Adapter

Antenna (x1)

Network Cable

Quick Installation Guide

CD User Manual / Utility / QIG

1.2 Spec Summary Table

Device Interface

Ethernet LAN 5 x RJ-45 port, 10/100Mbps, auto-MDI/MDIX
Antenna 2 dBi fixed antenna
WPS Button . . .

) For WPS connection and Enable “Wireless Function”
/Wireless On
Reset Button Reset to Factory Default setting
LED Indication Status / LAN1 ~ LAN5/ WiFi

DC Power Jack, powered via external DC 5V/1A

Power Jack

switching power adapter

Wireless LAN (WiFi)

Standard IEEE 802.11b/g/n-lite compliance
SSID SSID broadcast or in stealth mode
Channel Auto-selection, manually

Security WEP, WPA-PSK, WPA2-PSK
WPS WPS (Wi-Fi Protected Setup)
WMM WMM (Wi-Fi Multimedia)

Functionality

m ‘



Routing Protocol Static route, dynamic route (RIP v1/v2)

Management SNMP, syslog,
Administration Web-based Ul, remote login, backup/restore setting
Environment & Certification
Package . : :

i DC 5V/1A power adapter, Quick Installation Guide
Information
Package . . :

. Device dimension (mm) 185 x 119 x 32 mm
Information
Operation Temp. Temp.: 0~400C, Humidity 10%~90% non-condensing
Storage Temp. Temp.: -10~700C, Humidity: 0~95% non-condensing
EMI Certification CE/FCC compliance
RoHS RoOHS compliance

*Specifications are subject to change without prior notice.

1.3 Hardware Configuration

Figure 2-1 Front Panel

Antenna

Power Jack

Auto MDI/MDIX RJ-45 Ports
Automatically sense the types of LAN Reset Button
when connecting to Ethernet




Status
LED

LAN1~LAN5 WPS
LEDs Button

1.4 LED indicators

Status Green in flash Device status is working.
Green RJ45 cable is plugged

LAN LED
Green in flash Data access
Green WLAN is on

WiFi LED Green in flash Data access
Green in fast flash Device is in WPS PBC mode
Green in dark Wi-Fi Radio is disabled




1.5 Procedure for Hardware Installation

Step 1. Attach the antenna.

1.1. Remove the antenna from its plastic
wrapper.

1.2. Screw the antenna in a clockwise direction
to the back panel of the unit.

1.3. Once secured, position the antenna
upward at its connecting joint. This will ensure

optimal reception.

f 1.Turn off the Power Switch
‘ first.

Step 2 Insert the Ethernet cable into LAN
Port:

Insert the Ethernet patch cable into LAN port
on the back panel of Router, and an available
Ethernet port on the network adapter in the

computer you will use to configure the unit.

Step 4. Power on Router:
4.1. Connect the power adapter to the receptor

on the back panel of your Router.

Step 5. Complete the setup.
5.1. When complete, the Status LED will flash.



Chapter 3 Making Configuration

This product provides Web based configuration scheme, that is, configuring by your Web

browser, such as Mozilla Firefox or or Internet Explorer. This approach can be adopted in any

MS Windows, Macintosh or UNIX based platforms.

3.1 Login to Configure from Wizard

Type in the IP Address
(http://192.168.1.1)

Type password, the default is

“admin” and click ‘login’ button.

Press “Wizard” for basic
settings with simple way,

Press “Next” to start wizard.

CB )| @ hitp/19216811/

o System Password: |

& WAP-6003

(default:admin)

. _ADMINISTRATOR's MAIN MENU

Al status

N wizard a1 Advanced

O Setup Wizard

[EXIT]

Setup Wizard will guide you through a basic configuration procedure step by step.

+ Step 1. Setup Login Password.
+ Step 2. LAM IP Setup.

+ Step 3. Wireless Setup.

+ Step 4. Summary.

+ Step 5. Finish

< Back

[ Start » Passw

ord = LAN > Wireless > Summary > Finish! ]



http://192.168.1.1/

Step 1:

English =

Set up your SyStem paSSWOI'd . _ADMINISTRATOR's MAIN MENU A|_Status N¥ wizard il Advanced + Logout

= Setup Wizard - Setup Login Password [EXIT]

+ Old Password

+ New Password

+ Reconfirm

[ Start > Password > LAN > Wireless > Summary > Finish! ]

Step 2:
Setup the LAN IP

i ADMINISTRATOR'S MAIN MENU A|_Status V¢ wizard il Advanced + Logout

& Setup Wizard - LAN Settings - LAN IP Address [EXIT]

b LAMIP Address 192.168.1.1

[ Start > Password > LAN > Wireless > Summary > Finish! ]

Step 3:

English ~

Set Up your ereless . ADMINISTRATOR's MAIN MENU Status ¥ wizard i1 Advanced » Logout

o Setup Wizard - Wireless settings [EXIT]

» Wireless function @ Enable
+ Network ID(SSID) LevelOne
+ Channel " -

[ Start > Password > LAN > Wireless > Summary > Finish! ]
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Set up your Authentication and

Encryption.

= _ADMINISTRATOR'S MAIN MENU -|_Status N Wizard U118 Advanced

1 Setup Wizard - Wireless Security [EXIT]

» Security

» WEP

r Key1

+ Key2 ® | |
» Key3 | |
|

b Keyd € |
Please condifure 26 for 128bits or 10 for 64 bits hexadecimal (0, 1, 2...8, 9,
A, B..F) digits.

[ Start > Password > LAN > Wireless > Summary > Finish! |

Step 4:

Then click Apply Setting.

) ADMINISTRATOR'S MAIN MENU -l Status N Wizard U118 Advanced

And then the device will reboot.

= Setup Wizard - Summary [EXIT]

Please confirm the information below.

[ LAN Setting ]

LANIP Address 192.168.1.1

[ Wireless Setting ]

Wireless Enable

55D LevelOne

Channel 11

Security 64-bit WEP Enabled

Do you wantta proceed the network testing?

[ Start > Password > LAN > Wireless > Summary > Finish! ] Apply Settings

Step 5:

Click Finish to complete it. L ADMINISTRATOR'S MAIN MEHU -l Status N7 Wizard C18 Advanced

0 Setup Wizard - Reboot Setup [EXIT]

System is applying the setlings. Please waita moment...

[ Start > Password > LAN > Wireless > Summary > Finisht |
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3.2 System Status

k]

L ADMINISTRATOR'S MAIN MENU Al Status N Wizard S advanced

J LAN Status
Item LAN Status
LAN IP 192.168.1.1
Subnet Mask 255 255.255.0
MAC Address 00-50-18-64-4A-3F

4 Wireless Status

Item WLAN Status Sidenote
Wireless mode Enable
S8ID LevelCne
Channel 11
Security WEP 64-bit WEP
MAC Address 00-50-18-64-4A-3F
ViewLog.. |[ Clients List.. || Refresh

Device Time: Mon Jun 01 03:06:33 2009

This option provides the function for observing this product’'s working status:
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3.3 Advanced

3.3.1 Basic Setting

Please Select “Advanced Setup” to Setup

English

. ADMINISTRATOR's MAIN MENU Status N wizard (ﬁl Advanced » Logout

s

BASIC SETTING <, SECURITY SETTING ADVANCED SETTING | Ty} TOOLBOX
| |

[ 2 Basic Setting
* DHCP Se
reer * Primary Setup
* Wiireless - Configure LAM IP.
+ Change Password * DHCP Server

- The settings include Host IP, Subnet Mask, Gateway, DMNS, and WINS
configurations.
* Wireless
- Wireless settings allow you to configure the wireless configuration items.
* Change Password
- Allow you to change system password.
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1. LAN IP Address: the local IP address of this device. The computers on your network
must use the LAN IP address of your product as their Default Gateway. You can change it
if necessary.

) ADMINISTRATOR'S MAIN MENU -l Status N wizard A1 aAdvanced » Logout
£ 2
|E? BASIC SEITIHGI \\) SECURITY SETTING | @ ADVANCED SETTING | Qﬁj TCHZ.’rLE-C}?‘:I
+ Primary Setup 4 Primary Setup [HELF ]
tem Setting
* DHCP Server
S » LAN IP Address 192.168.1.1
+ Change Password| | " SubnetMask 255.255.255.0 -

3.3.1.2 DHCP Server

. ADMINISTRATOR's MAIN MENU Al _Status N wizard M1 Advanced + Logout

-

i,@ BASIC SETTING %, SECURITY SETTING | §S) ADVANCED SETTING | ) TooLBOX
Iﬁ | ' | |

; L DHCP Server [HELP]
* Primary Setup
ltem Setting

* DHCP Server

3 @) Disable ©) Enable
o Wireless DHCP Server 2 3

' 0 :

0 Err T R ¢ Lease Time Minutes

» |P Pool Starting Address 100

+ IP Pool Ending Address 199

-

Domain Mame

¥ Primary DNES 0.0.0.0
» Secondary DNS 0.0.0.0
F Primary WINS 0.0.0.0
» Secondary WINS 0.0.00
F Gateway 0.0.0.0 (optional)
[Save] [ Undo ] [ Clients List... ] [ Fixed Mapping...
Press “More>>"
1. DHCP Server: Choose “Disable” or “Enable.”
2. Lease time: This is the length of time that the client may use the IP address it has

been
Assigned by dhcp server.

3. IP pool starting Address/ IP pool starting Address: Whenever there is a request,
the DHCP

server will automatically allocate an unused IP address from the IP address pool to

the requesting computer. You must specify the starting and ending address of the IP
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address pool.
Domain Name: Optional, this information will be passed to the client.
Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

A A

Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when

DHCP server offers an IP to your PC.
8. DHCP Client List:

) ADMINISTRATOR's MAIN MENU -‘i Status Y wizard (ﬁ] Advanced r Logout

[ Basic serime | <32, secumiy seTTiNG | 5 Apvancep seTTme | ¥y TooLBox
| ') | ')

s =

X = DHCP Clients List [HELP]
* Primary Setup

IP Address ‘ Host Name ‘ MAC Address ‘ Select
* DHCP Server

+ Wireless [ Wake up ][ Delete ] [Elack][ Refresh

* Change Password

3.3.1.3 Wireless Setting

AP only Mode:

When acting as an access point, this device connects all the stations to a wired network and

See the sample application below.

QAPLOniy Model

. WiFi 1
RJ45 {:
Ethernet AT

WiFi AP Router WiFi AP
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O \Wireless Setting [HELP]
Item Setting
» Wireless Module @ Enable ) Disable
 Wireless Operation Mode AF Only Mode -
F AP MNumber AF1 - Enable
» Metwork ID(SSID) LevelOne
F Wireless Mode bigin Mixed mode -
» 350 Broadcast @ Enable ) Disable
¥ WMM i) Enable @ Disable
¥ Channel 11 -
+ Bandwidth Auto -
+ Security Maone -
|Save ||Undo | | WPSEnter.. ||  Wireless ClientList..

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same

Network ID. (The factory setting is “default”)

SSID Broadcast: The router will Broadcast beacons that have some information, including

ssid so that
The wireless clients can know how many ap devices by scanning function in the network.

Therefore, This function is disabled, the wireless clients can not find the device from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory

Domain.

WPS (WiFi Protection Setup)
WPS is WiFi Protection Setup which is similar to WCN-NET and offers safe and

easy way in Wireless Connection.
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. ADMINISTRATOR's MAIN MENU Al_Status N wizard S8 Advanced + Logout

i_&i: BASIC SETTING \-'af) SECURITY SETTING | §5 ADVANCED SETTING | Ty} TooLBOX
| ') | |

J Wi-Fi Protected Setup

* Primary Setup
- ' Item Setting

* DHCP Server
) » WPS @ Enable © Disable

* Wireless
) @ Current AP PIN

20 Configure Wireless Station

¥ Current PIN of the device
[ Generate New PIN ]

* Change Password F Setup

» WPS state Idle
Lock Wireless Security Enable
r WPS status Configured

Security: Select the data privacy algorithm you want. Enabling the security can protect your

data while it is transferred from one station to another.

WDS Hybrid Mode:
While acting as Bridges, Wireless Router 1 and Wireless Router 2 can communicate with each

other through wireless interface (with WDS). Thus All Stations can communicate each other

and are able to access Internet if Wireless Router 1 has the Internet connection

WDS Hybrid Mode

. %—( Ethernat ‘ sssase

Internet
% xDSL Modem
WiFi Router 1

[y
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L WDS Setting [HELP ]
Item Setting
» Wireless Radio @ Enable @ Disable
¥ Wireless Operation Mode WDS Hybrid Mode =
» Lazy Mode (]
» Point to Point (]
» Metwork ID(SSID) LevelOne
» 551D Broadcast @ Enable © Disable
» Channel 11 -
b Security Mone -
» Remote AP MAC MAC 1
MAC 2
MAC 3
MAC 4
Scaned AP's MAC — Selectone — = Remote.&F’ MAC — =
SSID Channel MAC Address
|save || Undo | | ScanAP |

Wireless Off Schedule: Before turning Off Wireless Radio, the device will detect if Wireless

station is online, then depend as Schedule ” 01:00~08:30” to disable WiFi service.

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same

Network ID. (The factory setting is “default”)

SSID Broadcast: The router will Broadcast beacons that have some information, including
ssid so that
The wireless clients can know how many ap devices by scanning function in the network.

Therefore, This function is disabled, the wireless clients can not find the device from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory

Domain.

Security: Select the data privacy algorithm you want. Enabling the security can protect your
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data while it is transferred from one station to another.

Remote AP MAC : Choose “Manual” or scan one AP to copy to item1~4.

WDS(Wireless Distribution System)
The WDS (Wireless Distributed System) function let this access point acts as a wireless
LAN access point and repeater at the same time. Users can use this feature to build up a

large wireless network in a large space like airports, hotels and schools ...etc.

QwoslonlyMod=l)

oo e [paihemet
PtMP Repeater

—* Ethernet | Bessan

PtMP Repeatery#’ w m'f‘:

PtMP Repeater
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L WDS5 Setting

Item

Setting

[ HELP ]

b Wireless Radio

i@ Enable © Disable

F Wireless Operation Mode

WDS Only Mode -

» Point to Point [
r Metwork ID(SSID) LevelOne
» Channel M -
b Security Mone -
» Remote AP MAC MAC 1
MAC 2
MAC 3
MAC 4

Scaned AP's MAC — Selectone — = | Copyio | Remote AP MAC — ~

SSID

Channel MAC Address

|save || Undo | | ScanAP |

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client

stations can roam freely over this product and other Access Points that have the same

Network ID. (The factory setting is “default”)

SSID Broadcast: The router will Broadcast beacons that have some information, including

ssid so that

The wireless clients can know how many ap devices by scanning function in the network.

Therefore, This function is disabled, the wireless clients can not find the device from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory

Domain.

Security: Select the data privacy algorithm you want. Enabling the security can protect your

data while it is transferred from one station to another.

Remote AP MAC : Choose “Manual” or scan one AP to copy to item1~4.
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Universal Repeater Mode

Universal Repeater is a technology used to extend wireless coverage.

It provides the function to act as Adapter (client) and AP at the same time and can use this
function to connect to a Root AP and use AP(SSID name is same with Root AP ) function to
service all wireless stations within its coverage. All the stations within the coverage of this

access point can be bridged to the Root AP.

@uriversaiRepeater mods )

, l o
S 'mup o (0d==b,

WiFi AP Router g/ e B"dge Repeater (Client) })/

WiFi AP
J Universal Repeater Mode
[tem Setting

» Wireless Radio @ Enable ) Disable

» Wireless Operation Mode Universal Reapeater -

+ Metwork ID(SSID)

v Security Mone -
Select SSID IChannel| Signal Strength Security MAC Address

|save || Undo | | ScanAP |

SSID (Wireless Network Name): Select “AP” or entry SSID manually to connect.
Security “There are several security types to use:
WEP :

When you enable the 128 or 64 bit WEP key security, please select one WEP key to be used
and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

WPA-PSK

1. Select Encryption and Pre-share Key Mode

21



If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678

o Wireless Setting [ HELP ]
ltem Setting
» Wireless Radio ®on Oor
v Wireless OFf Schedules nmAlways | OEnable @ Disable
b Metwork ID(S3I0) LevelOne
» Wirgless Mode @ Mixed mode O 11gonty O11ponly O11nonly
» SSID Broadeast @ Enable O Disable
¥ Channel ki A
b WDS
s
F Security WP AP S L
» Encryption ©Trr OaEs
¥ Preshare Key Mode ASCI w

F Preshare Key

| gave || Undo || wireless Client List..

WPA2-PSK(AES)

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fillin the key, Ex 12345678

WPA-PSK /WPA2-PSK

The router will detect automatically which Security type the client

uses to encrypt.

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.
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2. Fillin the key, Ex 12345678

o Wireless Setting

ftem

[ HELP ]

Setting

F Wireless Radio

®on Oof

F Wireless OF Schedules

T s
‘. Enahle ‘&' Disahle

¥ Metwork ID(SSI0)

LevelOne

F Wireless Mode

& wixed mode G‘Hg only O anly C11n anly

¢ 5510 Broadcast

=y ™y .
\E Enahle ' Dizahle

» Channel B v

b WDS

b WPS

F Security WRAPSE WPAZ-PSE »
¥ Encryption TEIP + AES
F Preshare ey Mode ASCI v

b Preshare Key

| save || Undo || wireless Client List..

Wireless Client List

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same

Network ID. (The factory setting is “default”)

SSID Broadcast: The router will Broadcast beacons that have some information, including
ssid so that
The wireless clients can know how many ap devices by scanning function in the network.
Therefore,

This function is disabled, the wireless clients can not find the device from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory

Domain.

WPS (WiFi Protection Setup)
WPS is WiFi Protection Setup which is similar to WCN-NET and offers safe and
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easy way in Wireless Connection.

. ADMINISTRATOR's MAIN MENU -l status

i::‘:: BASIC SETTING \"?v) SECURITY SETTING
| |

N% wizard ‘a1 Advanced » Logout

¢S ADVANCED SETTING | ¥7] TooLBOX
| |

- : o Wi-Fi Protected Setup
* Primary Setup

Item

Setting

* DHCP Server
) r WPS

@ Enable © Disable

* Wireless

* Change Password r Setup

@ Current AP PIN
© Configure Wireless Station

» Current PIM of the device

[ Generate New PIN ]

» WPS state

Idle

Lock Wireless Security

Enable

» WPS status

Configured

WDS(Wireless Distribution System)

WDS operation as defined by the IEEE802.11 standard has been made available. Using WDS
it is possible to wirelessly connect Access Points, and in doing so extend a wired infrastructure

to locations where cabling is not possible or inefficient to implement.

. ADMINISTRATOR's MAIN MENU ""l Status N Wizard Cﬁ‘. Advanced » Logout
i:::-:: BASIC SETTING o SECURITY SETTING £=2 ADVANCED SETTING % TOOLBOX
| - \\) | L= | |
) = WDS Setting [HELP ]
+ Primary Setup
Item Setting
* DHCP Server
kAP Mode: AP Only

* Wireless

P Remote AP MAC  MACT

+ Change Password

MAC 2

It is a system MAL 3

that enables the
interconnection
of access points

MAC 4

pizelessly] Scaned AP's MAC - Selact

one -

v [ copyto | Rermote AP MAG — ¥

SSID

Channel

MAC Address

Jay_189AS _test

00-50-18-00-0F-0B

Jay_1B9AS1_test

00-50-18-00-0F-0C

Jay_189AS2_test

00-50-18-00-0F -0D

aaron2

00-50-18-00-0F -FE

AT CHar=san

nn_RN_18_91_N1_7w

Security: Select the data privacy algorithm you want. Enabling the security can protect your
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data while it is transferred from one station to another.

There are several security types to use:

WEP :

When you enable the 128 or 64 bit WEP key security, please select one WEP key to be used
and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

WPA-PSK

1. Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678

. ADMINISTRATOR's MAIN MENU

0,

-l status ¥/ wizard

Ci1 advanced } Logout

[ Basic serTine | <52, secumrTy serTnG | ¢S apvancep seTTine |y TooLeox
I_"‘l’ | | | ')

2 Wireless Setting
+ Primary Setup

ftem
» DHCP Server

Setting

[HELP ]

rifireless
* Wireless

@ Enable O Disable

b Metwork IDESSI0
+» Change Password

LevelOne

b Wireless Mode

& Mixed mode O11g0nly Q11b0nly

b 3510 Broadeast

& Enable O Disable

b Zhannel Auto »

» WDS

» WPS

b Becurity WP A-PSI ~
» Encryption @Trie OaEs

¥ Preshare Key Mode

ASCIH »

¥ Preshare Key

[ Save ][ Undo ][ Wireless Client List..

WPA2-PSK (AES)

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill'in the key, Ex 12345678
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WPA-PSK /WPA2-PSK

The router will detect automatically which Security type the client

uses to encrypt.

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678

. ADMINISTRATOR's MAIN MENU

A

-l status ¥/ wizard

Ci1 advanced } Logout

BASIC SETTING <7, SECURITY SETTING ADVANCED SETTING [y} TOOLBOX |

o Wireless Setting

[HELP ]

+ Primary Setup
: tem

Setting

+ DHCP Server
: b \Wireless

@ Enable O Disable

» Wireless

r Metwork IDESSI0
# Change Password

|LeveIDne

FNireless Mode

@ mived mode O 11gonly O 110 only

» SSI0 Broadeast

& Enable O Disable

» Channel [Auto v

» WDS

» WIPS

» Security [WPA-PSKIWPAZ-PSK v
r Encryption TKIP + AES

¥ Preshare Key Mode

ASCI »

¥ Preshare Key

1

[ Save ][ Undo ][ Wireless Client List..

Wireless Client List

. ADMINISTRATOR's MAIN MENU

<l status

N wizard 11 Advanced » Logout

') BASIC SETTING  “3%, SECURITY SETTING ADVANCED SETTING | 471 TooLBOX
| | |

 Wireless Client List

* Primary Setup

Connected Time

MAC Address

+ DHCP Server
' Tue Jan 26 09:39:58 2010

00-1C-BF-00-C6-37

* Wireless

+ Change Password
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Universal Repeater Mode

If set to Adapter Mode (Client mode), this device can work like a wireless station when it’s

connected to a computer so that the computer can send packets from wired end to wireless

interface.

(razprermoacly

=
ternet "E—"—Eﬂ Ul’ »)', WiFi ek“ ..m,.

:

sy xDSL Modem WiFi AP Router ( LAN Bridg Adaptor Client
wiriap Il o
ftem Setting
FiWireless Radia ® Enable O Disable
¥ Wireless Operation Mode | Clignt Mode b
» SEID MWireless Metwork Marne) | |[ Manual ]
Select SSID Channell  Signal Strength Security MAC Address
& ssid243 1 100 None OD-94-E4-E5-9C-72
[ ] ssid244 1 100 None 00-94-E4-E5-9C-73
3.3.1.4 Change Password
i ADMINISTRATOR's MAIN MENU A Status N wizard 11 Advanced » Logout

i_é:: BASIC SETTING \—37) SECURITY SETTING ADVANCED SETTING [y ToOLBOX
') | | |

= Change Password
+ Primary Setup
ltem Setting

* DHCP Server
b 2ld Fassword (LYY

+ Wireless

3
+ Change Password MEw Password

» Reconfirm

You can change Password here. We strongly recommend you to change the system

password for security reason.
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3.3.3 Security Settings

English

3 ADMINISTRATOR’S MAIN MENU <Al status ¥4 wizard i Advanced

Ii:i"j? BASIC SETTING :—'ég!i SECURITY SETTING ADVANCED SETTING | €[y ToOLBOX
| | ' |

J Security Setting

* MAC Access Controll

* Miscellaneocus
* MAC Access Control

- The device provides "Administrator MAC Control” for specific MAC to access
the device.

* Miscellaneous

- Administrator Time-out: The amount of time of inactivity before the device will
automatically close the Administrator session. Setthis to zero to disable it

3.3.3.4 MAC control

Administrator MAC Control

Regardless the MAC access configuration of administrator, specific MAC can access the

device.
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o Administrator MAC Control [HELF ]

DHCP clients| 00-1D-72-12-A8-7F : 192.168.12.148 (amitnt) v || Copyto |ID[1 &)

I MAC Address Enable

1 00-1D-72-12-A8-TF

2 O

3 0

| Save || LIndo |
Mo change!
o Internet Access Control
Item Setting

¥ ACcess Control Type MAC Access Contral

. ADMINISTRATOR's MAIN MENU Al Status N wizard CM1 Advanced » Logout

) Basic serTnG | <3, secummTy seTTnG | §5) Apvancen seTiinG | Yy TooLBoX
|ﬁ | | | |

) = Change Password
+ Primary Setup

ltem Setting
+ DHCP Server

b 2ld Fassword LTI T
+ Wireless

F Mewr Passward
+ Change Password

» Reconfirm

MAC Address Control allows you to assign different access right for different users and to

assign a specific IP address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of
the settings in this page will take effect only when “Enable” is

checked.

Connection control Check "Connection control" to enable the controlling of which
wired and wireless clients can connect to this device. If a client is
denied to connect to this device, it means the client can't access to
the Internet either. Choose "allow" or "deny" to allow or deny the
clients, whose MAC addresses are not in the "Control table"

(please see below), to connect to this device.
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Association control Check "Association control" to enable the

controlling of which wireless client can
associate to the wireless LAN. If a client is
denied to associate to the wireless LAN, it
means the client can't send or receive any data
via this device. Choose "allow" or "deny" to
allow or deny the clients, whose MAC
addresses are not in the "Control table", to

associate to the wireless LAN.

Control table

D MAC Address IP Address C 4
1 19216812 O O
2 19216812 O O
3 19216812 O L
4 19216812 O L

"Control table" is the table at the bottom of the "MAC Address
Control" page. Each row of this table indicates the MAC address
and the expected IP address mapping of a client. There are four

columns in this table:

MAC Address |MAC address indicates a specific client.

IP Address Expected IP address of the corresponding
client. Keep it empty if you don't care its IP

address.

C When "Connection control" is checked,
check "C" will allow the corresponding

client to connect to this device.

A When "Association control" is checked,

check "A" will allow the corresponding

client to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC

address.

DHCP clients | select one - ;l Copy to |]Ij I vl
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You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy
to” button to copy the MAC address of the client you select to the ID selected in the “ID”

Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided
the “Control table” into several pages. You can use these

buttons to navigate to different pages.
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Example:

. ADMINISTRATOR's MAIN MENU ~“Hl_Status N wizard 1 Advanced + Logout

i:;‘} BASIC SETTING <%, SECURITY SETTING 57 ADVANCED SETTING 4y TooLBOX

L MAC Address Control [HELF]
* MAC Access Control
tem Setting
* Miscellaneous
» MAC Address Control Enable

VWireless and wired clients with C checked can connect to this device; and

7 )
ST I allow - unspecified MAC addresses to connect.

Wireless clients with A checked can associate to the wireless LAN; and

E___E.Association control deny ¥ unspecified MAC addresses to associate.
Note: Association control has no effect on wired clients.

DHCP clients — Selectone — -

ID MAC Address IP Address C A

1 192.168.1. 0| |

2 192.168.1. [

3 192.168.1. [ I

4 192.168.1. [ I
== Previous ] [ Mead == ] [Save ] [ Undo ]

In this scenario, there are three clients listed in the Control Table. Clients 1 and 2 are wireless,

and client 3 is wired.

1.The "MAC Address Control" function is enabled.

2."Connection control" is enabled, and all of the wired and wireless clients not listed in the
"Control table" are "allowed" to connect to this device.

3."Association control" is enabled, and all of the wireless clients not listed in the "Control table"
are "denied" to associate to the wireless LAN.

4.Clients 1 and 3 have fixed IP addresses either from the DHCP server of this device or

manually assigned:

ID 1 -"00-12-34-56-78-90" --> 192.168.12.100

ID 3 -"00-98-76-54-32-10" --> 192.168.12.101

Client 2 will obtain its IP address from the IP Address pool specified in the "DHCP Server"
page or

can use a manually assigned static IP address.

If, for example, client 3 tries to use an IP address different from the address listed in the

Control

table (192.168.12.101), it will be denied to connect to this device.
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5.Clients 2 and 3 and other wired clients with a MAC address unspecified in the Control table

are all allowed to connect to this device. But client 1 is denied to connect to this device.

6.Clients 1 and 2 are allowed to associate to the wireless LAN, but a wireless client with a

MAC address not specified in the Control table is denied to associate to the wireless LAN.

Client 3 is a wired client and so is not affected by Association control.

3.3.3.5 Misc

ellaneous Items

. ADMINISTRATOR's MAIN MENU

<l status

N7 Wizard

an Advanced

@5 BASIC SETTING \g’) SECURITY SETTING  §57 ADVANCED SETTING | [y] TOOLBOX
| -f | | ' |

» Logout

* Miscellaneous

* MAC Access Controll

U Miscellaneous ltems

Item

Setting

[HELP]

k Administrator Time-out

500

seconds (0 to disable)

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.
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3.3.4 Advanced Settings

English

L1 ADMINISTRATOR'S MAIN MENU Al status ¥ wizard i Advanced

ié? BASIC SETTING <3, SECURITY SETTING ADVANCED SETTING ~ {fy] ToOLBOX
' ' L — '

S — J Advanced Setting

* System L
v = * System Time

* SNMP - Allow you to set device time manually or consult network time.
* System Log

- Send system log to a dedicated host to specific recipients.
* SHMP

- Gives a userthe capability to remotely manage a computer network by polling
and setting terminal values and monitoring network events.

3.3.4.1 System Time

) ADMINISTRATOR'S MAIN MENU <Al Status N% wizard 01 Advanced » Logout

ié? BASIC SETTING <3, SECURITY SETTING ADVANCED SETTING ~ §fy] ToOLBOX
' ' L —— '

) W System Time [HELP]
* System Time
ltem Setting
* System Log
» System Time 2009F6R18 £F 12:16:37
* SHMP
» (0 SetDate and Time using PC’s Date and Time
PC Date and Time | 2013F 18148 T 07:25:22
» @ SetDate and Time manually
Date Year: 2009 - Month: Jun = Day: 01 ~
Time Hour: 0 (0-23) Minute : 0 (0-59)  Second: 0 (0-59)

Get Date and Time
Set Date and Time manually

Selected if you want to Set Date and Time manually.

Set Date and Time manually
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Selected if you want to Set Date and Time manually.

3.3.4.2 System Log

L ADMINISTRATOR's MAIN MENU <l status N wizard 11 Advanced » Logout

i:sl) BASIC SETTING \‘2} SECURITY SETTING @ ADVANCED SETTING ({Ej TOOLBOX
| -/ | | | |

* System Time BLSYsSiem o [HELP]
ltem Setting Enable
* System Log
. SHMP ¥ |P Address of Syslog Server 192.168.1. £
r Log Type System Activity
[¥] Debug Information
[#] Attacks
Dropped Packets
Maotice
[ viewLog.. |[save]|[undo]

This page support two methods to export system logs to specific destination by means of

syslog(UDP) and SMTP(TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslogs will be sent to.
Check Enable to enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).
SMTP Server IP and Port

Input the SMTP server IP and port, which are concated with "". If you do not specify port
number, the default value is 25.
For example, "mail.your_url.com” or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using ';' o

to separate these email addresses.
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3.3.4.4 SNMP

) ADMINISTRATOR'S MAIN MENU <Ml Status N% wizard 01 Advanced + Logout
= ot
| i:,f) BASIC SETTING [ e, SECURITY SETTING . %52 ADVANCED SETTING . ({ﬁj TOOLBOX |
) J SHMP Setting [HELP]
* System Time
ltem Setting
* System Log
» Local
e Enable SNMP ¥
¥ Get Community public
¥ Set Community private
kP
rIP2
rIP3
P4
» SNMP Version ©v1@vze

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a
user the capability to remotely manage a computer network by polling and setting terminal
values and monitoring network events.

Enable SNMP

You must check Local, Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.

IP1IP2,IP3,IP4

Input your SNMP Management PC’s IP here. User has to configure to where this device
should send SNMP Trap message.

SNMP Version

Please select proper SNMP Version that your SNMP Management software supports.
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3.3.5 Toolbox

L ADMINISTRATOR's MAIN MENU Ml Status N% wizard A1 Advanced » Logout
is:j} BASIC SETTING | <24, SECURITY SETTING ADVANCED SETTING S@ TOOLBOX
| | ' |
+ View Log W Toolbox
* Firmware Upgrade| :
SR * View Log
* Backup Setting - View the system logs.

* Reset to Default * Firmware Uparade
) : - Prompt the administrator for a file and upgrade it to this device.
* Backup Setting

- Save the settings of this device to a file.

* Reboot

* Reset to Default
- Resetthe settings ofthis device to the default values.
* Reboot

- Rebootthis device.

3.3.5.1 View Log

L ADMINISTRATOR'S MAIN MENU Ml Status N% wizard A1 Advanced » Logout
o - =
| i%} BASIC SETTING | g2, SECURITY SETTING | & ADVANCED SETTING . ({53 TOOLBOX
« View Log L System Log
E : Item Info
* Firmware Upgrade|
S Display time Mon Jun 01 00:18:05 2009
* Backup Setting
_ Time Log
* Reset to Default
SRR 2009E5H318 FF 06:05:22 Admin from 192.168.1.22 login successfully
'._ AEEEE] 200958318 FF 08:55:56 Admin from 192.168.1.22 login successfully
200958318 T 09:10:42 Restarted by 192.168.1.22
2009858318 FF 09:21:09 Restarted by 192.168.1.22
200958318 FF 09:27:55 Associated: BC-64-22-84-0E-05 st=0
2009958318 T4 09:28:02 Disassociated: 8C-64-22-84-0E-05 because RX deauth reg
20099 5H31H T4 09:32:04 Restarted by 192 168.1.22
2009958318 TF 09:34:24 Restarted by 192.168.1.22
200958318 T 09:45:47 Admin from 192.168.1.22 login successfully
2009558318 T 09:47:34 Restarted by 192.168.1.22
200996818 L4 12:00:00 Restarted by 192 168.1.22
200996818 £ 12:10:54 Admin from 192.168.1.22 login successfully
[ Refresh ] [ Download ] [ Clear logs

You can View system log by clicking the View Log button
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3.3.5.2 Firmware Upgrade

. ADMINISTRATOR's MAIN MENU Al _Status N wizard 11 Advanced + Logout

W) Basic seTTmG | <32, secumiTy seTTinG | §5) Apvancen seTTinc | ) TooLBox
| -4 | | | |

i J Firmware Upgrade
* View Log

Firmware Filename
* Firmware Upgrade|

Current firmware version is R0.01h0-010715320. The upgrade procedure takes about 20 seconds.

* Backup Setting
* Reset to Default

* Reboot
Mote! Do not power off the unit when itis being upgraded.

When the upgrade is done successfully, the unit will be restarted automatically.

You can upgrade firmware by clicking Firmware Upgrade button.

3.3.5.3 Backup Setting

File Download

D ] > You are downloading the file:
»
config.bin from 192.168.1. 1

Would you like to open the file or save it to your computer?

L___D_pen ][ Save ][ Cancel ][ More Info ]

[¥] &lways ask before opening this type of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file.
Once you want to restore these settings, please click Firmware Upgrade button and use the

bin file you saved.

3.3.5.4 Reset to default

Microsoft Internet Explorer

\:.,/ Reset all setting to default?

[ ok i[ Cancel ]

You can also reset this product to factory default by clicking the Reset to default button.

38




3.3.5.5 Reboot

Microsoft Internet Explorer

\?/ Reboot right now?

E ok 3[ Cancel ]

You can also reboot this product by clicking the Reboot button.

Appendix A FAQ and Troubleshooting

What can | do when | have some trouble at the first time?

1.Why can | not connect the router even if the cable is plugged in Lan
port and the led is light?

A: First, please check Status Led. If the device is normal, the led will blink per second.
If not, please check How blinking Status led shows.
There are many abnormal symptoms as below:
Status Led is bright or dark in work: The system hanged up .Suggest powering off and on
the router. But this symptom often occurs, please reset to default or upgrade latest fw to try
again.
Status led flashes irregularly: Maybe the root cause is Flash rom and please press reset
Button to reset to default or try to use Recovery mode.(Refer to Q3 and Q4)
Status flashes very fast while powering on: Maybe the router is the recovery mode and

please refer to Q4.

2.How to reset to factory default?
A: Press Wireless on /off and WPS button simultaneously about 5 sec

Status will start flashing about 5 times, remove the finger. The RESTORE process is

completed.
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How do | connect router by using wireless?

1.How to start to use wireless?

A: First, make sure that you already installed wireless client device in your computer. Then

check the Configuration of wireless router. The default is as below:

4 Wireless Setting [HELP ]
ltem Setting

Fireless OEnable @ Disable

F Metwork IDESSI0 default

FWireless Mode O hinin Mixed C11n onlky

» S50 Broadcast @ Enable O Disable

b Channel 11 V

» Security None ]

| save || Undo || wDS Setting... |
| MAC Address Cantrol... | | wireless Client List... |

About wireless client, you will see wireless icon:

E L jf!
Then click and will see the ap list that wireless client can be accessed:
< .+ default Signal Strengthe ponlll
Related Tasks U Moresecure wireless nebwork

lill Change preferred ¢~ BombTest Signal Strength: uIZI|]|][|

wireless network. U security-enabled wireless netwark 5y

| e

s Learn sbout wireless

If the client can not access your wireless router, please refresh network list again. However, |

still can not fine the device which ssid is “default’, please refer to Q3.

Netwark Tasks Choose a wireless network
Refresh Click. an item in the list below to connect to & wireless network in range or to get more
z netwark list information.
7 default Signal Skrength: |:|IZI|][|[|§-
7 Mon-secure wireless network Connected
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Choose the one that you will want to connect and Connect:

~—= default Signal Strength: 111
-~
Related Tasks r Mon-secu

Iill Change preferred _— : : ' = =
) Wireless Network Connection

‘i-j Learn about wirels
networking

"default" does not require a netwark key. Information sent over this network is
nok encrypked and may be visible to others,

I:}

3, Change settings ol

# conneckion
IF wou are sure you want ko connect ta this network, click Connect, Otherwise,
click Cancel.

Connect | Cancel |

If successfully, the computer will show

<
jr,i Wireless Network Connection 5 is now connected | X

Speed: 54.0 Mbps

nmand Prompt | '{j untitled - Paint | « l&\?gll

and get ip from router:

thernet adapter Wireless Hetwork Connection 5:

Connection—specific DHS Suffix

IP Address. . . . . 192 .168.123.165

Subnet Mask . . . . ; 2552585 .255.8

Default Gateway . . 192 .168.123.254

2.When | use AES encryption of WPA-PSK to connect even if | input the
correct pre-share key?

A: First, you must check if the driver of wireless client supports AES encryption. Please refer

to the below:
Related Tasks Mon-secure wirgless network
Iill Change preferred 219 Signal Strength: 5]
wirelsss network " serurity-enabled wirsless network ;
ir,j Learn about wireless '
netwaorking N ZYXEL Signal Strength: poplll

<. Change settings of this Mon-secure wireless netwaork,

y
¥ conneckion

=" Aaron2 Signal Strength: |:|IZI|]|][|

If SSID is default and click “Properties” to check if the driver of wireless client supports AES

encryption.
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default properties H E |

Azzociation | Authentication I Connection I

Metwark name [S510): Idefault

~Wwireless network key

T hiz netwark requires a key for the fallowing:

M etwork, Authentication:

Data encryption:

Metwork, ke I

Confirmn netwaork, key: I

F.ey index [advanced): 1 LI

[T The key iz provided for me automatically

[T Thiz iz & computer-ta-computer [ad hoc] netwark; wireless
access points are not uzed

k. I Cancel

3.When | use wireless to connect the router, but | find the signal is very
low even if | am close to the router?

A: Please check if the wireless client is normal, first. If yes, please send the unit to the seller

and verify What the problem is.
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